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MEMORANDUM1 

 
FROM: Director of FinCEN 
TO: Junior FinCEN Lawyer 
RE: Recommendations Regarding Adopting Blockchain Technology for BSA/AML 

Compliance 
DATE: November 2016 

Welcome to your new position as junior attorney at FinCEN. FinCEN plays a critically 

important role in monitoring and enforcing financial crimes involving banks and other 

financial institutions. The organization takes this role very seriously, and we are proactively 

seeking more effective ways of detecting illegal activity and fighting financial crime. Over the 

past year, I have been monitoring news that a number of startups are using blockchain 

technology with the goal of helping financial institutions comply with U.S. anti-money 

laundering (AML) laws. Financial institutions seem eager to test whether blockchain 

technology products can both increase their compliance with AML laws, and also combat 

rising costs of their current compliance schemes.  

I want you to research the viability of these products and make a recommendation as to 

whether FinCEN should assert a position in favor of blockchain technology for AML 

compliance. Include the pros and cons of adopting your recommendation. I’m sure you 

understand the importance of FinCEN’s role in the enforcement community; we are on the 

front lines of fighting financial crimes ranging from money-laundering violations to funding 

terrorists organizations and terrorism attacks. Adopting new technology to help combat 

these crimes may be very helpful—if not imperative—in the future. However, FinCEN cannot 

give its blessing for financial institutions to use new technology if it means less-effective 

monitoring or enforcement.  

                                                             
 
1 This case study draws extensively from Stavros Gadninis & Colby Mangels, Collaborative Gatekeepers, 73 WASH. & 

LEE L. REV. 797 (2016), scholarlycommons.law.wlu.edu/wlulr/vol73/iss2/6/ [perma.cc/KZM7-HKXV].  

http://casestudies.law.harvard.edu/
mailto:HLSCaseStudies@law.harvard.edu
http://scholarlycommons.law.wlu.edu/wlulr/vol73/iss2/6/
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I would like your recommendation on my desk as soon as possible. I’ve had our analysts 

compile the following primer to help bring you up to speed on these issues.  

The Bank Secrecy Act Origins and Subsequent Legislation 

FinCEN is a bureau of the U.S. Department of the Treasury and is tasked with safeguarding 

the financial system from illicit use and combatting domestic and international financial 

crimes, including money laundering and terrorist financing.2 As a feature of its enforcement 

powers, FinCEN is the designated administrator of the Bank Secrecy Act of 1970 (BSA) and 

the subsequent laws enhancing and amending the BSA.3  

The goal of the BSA compliance scheme is to encourage financial institutions to help identify 

the source, volume, and movement of currency flowing through those financial institutions.4 

As initially conceived, the BSA was implemented as a way to fight the drug trade in the 1970s, 

as drug dealers were using the financial system to divert profits from illegal operations to 

legitimate sources.5 To combat this money laundering, authorities sought to “follow the 

money”; to establish a paper trail of all customer transactions, thus making it far more 

difficult for drug dealers to launder profits.6 To accomplish this, the BSA established 

recordkeeping and reporting requirements like the Consumer Transaction Report (CTR) for 

all deposits, withdrawals, exchanges, or transfer of funds over $5,000 (since increased to 

$10,000).7  

Since 1970, numerous other laws have been passed by Congress enhancing and amending 

the BSA to provide FinCEN and other regulatory agencies with the most effective tools to 

detect and prevent money laundering and other financial crimes.8 The Money Laundering 

Control Act of 1986 (MLCA) directed financial institutions to establish and maintain 

                                                             
 
2 Mission, FINCEN, www.fincen.gov/about/mission [perma.cc/LJX2-ARFE] (last visited Oct. 30, 2016).  
3 History of Anti-Money Laundering Laws, FINCEN, www.fincen.gov/history-anti-money-laundering-laws 

[perma.cc/Q9QL-R9FB] (last visited Oct. 30, 2016).  
4 Bank Secrecy Act Anti-Money Laundering Examination Manual: Introduction, FED. FIN. INSTITUTIONS EXAMINATIONS 

COUNCIL, www.ffiec.gov/bsa_aml_infobase/pages_manual/OLM_002.htm [perma.cc/D99L-QUQE] (last visited Oct. 
30, 2016) [hereinafter Fed. Fin. Institutions Examinations Council will be referred to as FFIEC). 

5 Stavros Gadninis & Colby Mangels, Collaborative Gatekeepers, 73 WASH. & LEE L. REV. 797, 859 (2016) (citing Peter 
E. Meltzer, Keeping Drug Money From Reaching the Wash Cycle: A Guide to the Bank Secrecy Act, 108 BANKING 

L.J. 230, 231 (1991)).  
6 Id.  
7 See FFIEC, supra note 4; Gadinis & Mangels, supra note 5, at 859-60.  
8 FinCEN, supra note 3.  

https://www.fincen.gov/about/mission
http://perma.cc/LJX2-ARFE
https://www.fincen.gov/history-anti-money-laundering-laws
http://perma.cc/Q9QL-R9FB
https://www.ffiec.gov/bsa_aml_infobase/pages_manual/OLM_002.htm
http://perma.cc/D99L-QUQE
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procedures designed to reasonably monitor and ensure compliance with the reporting and 

recordkeeping requirements of the BSA while imposing sanctions on financial institutions 

that assisted customers in laundering money.9 Later, the Annunzio-Wylie Anti-Money 

Laundering Act of 1992 expanded the concept of the CTR and required financial institutions 

to file reports whenever they detected suspicious activity.10 The Annunzio-Wylie Act also 

granted the U.S. Treasury broad authority to create AML regulations and demand reports for 

any violation of law or regulation.11  

In the wake of the September 11, 2001 terrorist attacks, Congress passed the Uniting and 

Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct 

Terrorism Act of 2001 (USA PATRIOT Act) which imposed substantial new requirements on 

financial institutions with the goal of fighting terrorism.12 The USA PATRIOT Act included 

provisions to: expand AML requirements to all financial institutions subject to U.S. regulatory 

jurisdiction; provide the Secretary of Treasury with the authority to impose “special 

measures” on financial institutions that are of “primary money-laundering concern;” 

augment the existing BSA framework by strengthening customer identification procedures; 

impose a 120 hour period in which financial institutions must respond to regulatory requests 

for information; and improve information-sharing between financial institutions and the U.S. 

government.13 

The Current AML Compliance Regime 

The current BSA/AML compliance regime has several features that financial institutions must 

be aware of and comply with. The key features of AML compliance include requirements that 

financial institutions: file currency reports with the U.S. Department of the Treasury;14 report 

                                                             
 
9 See Money Laundering Control Act, Pub. L. No. 99-570, 100 Stat. 3207, § 1359; FFIEC, supra note 4; Gadinis & 

Mangels, supra note 5, at 861.  
10 31 U.S.C. § 5318(g) (2012) (providing the Annuzio-Wiley Act's “Reporting of Suspicious Transactions” provision); 

see Gadinis & Mangels, supra note 5, at 869-70.  
11 Gadinis & Mangels, supra note 5, at 869-70. 
12 USA PATRIOT Act, Pub. L. No. 107-56, 115 Stat. 272 (2001), 

www.sec.gov/about/offices/ocie/aml/patriotact2001.pdf [perma.cc/XQR4-FYLV] ; FFIEC, supra note 4. 
13 FFIEC, supra note 4 
14 31 C.F.R. §§ 1010.311 (requirements for financial institutions to report currency transactions in excess of 

$10,000); 1010.340 (requirements for filing a Report of International Transportation of Currency or Monetary 
Instruments (CMIR)); 1010.350 (requirements of reporting foreign financial accounts for each entity having a 
financial interest in a foreign account).  

http://www.sec.gov/about/offices/ocie/aml/patriotact2001.pdf
https://perma.cc/XQR4-FYLV
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suspicious transactions through Suspicious Activity Reports (SAR);15 properly identify persons 

conducting transactions and opening bank accounts through customer identification 

programs (CIP—this compliance technique is commonly referred to as “know your 

customer” or “KYC”);16 and maintain a paper trail by keeping appropriate records of financial 

transactions.17 These records are designed to enable law enforcement and regulatory 

agencies to pursue investigations of criminal, tax, and regulatory violations, if warranted, and 

provide evidence useful in prosecuting money laundering and other financial crimes.18  

Two of the most robust compliance mechanisms are SARs, which require banks to detect and 

report any suspicious activity, and KYC programs, which require banks to obtain and verify 

detailed information about customers when processing transactions and opening new 

accounts. According to Treasury regulations, the range of suspicious activities that a bank 

must report is broad: transactions with funds that come from illegal activities or that are 

designed to mask illegal activities; transactions that are designed to evade the BSA and its 

reporting requirements (such as the $10,000 CTR threshold); and any other unusual activity 

or transactions which have no business or lawful purpose.19 This scheme imposes the duty on 

a bank to both use its judgment when it comes to detecting suspicious activity and explain its 

suspicions to the government in the SAR it files.20 The KYC programs require that a bank 

verify “the identity of individuals and businesses that are account holders and to be familiar 

enough with their banking practices so that transactions that are outside the norm can be 

readily identified.”21 Thus, a bank must have a system installed to collect relevant information 

                                                             
 
15 Id. at §§ 1010.320 (SAR requirement for banks); 1025.320 (SAR requirement for insurance companies). 
16 Id. at § 1010.312 (requirement that financial institutions verify the identity of persons conducting currency 

transactions in excess of $10,000); 1020.320 (requirement for financial institutions to have a written Customer 
Identification Program). 

17 Id. at §§ 1010.306 (requirements that financial institutions maintain records relating to purchases of monetary 
instruments with currency in amounts between $3,000 and $10,000); 1010.415; 1010.420; 1010.430; 1020.410; 
see also FFIEC, supra note 4.  

18 FFIEC, supra note 4. 
19 See 12 C.F.R. § 21.11(c); 31 C.F.R. § 1010.311; Gadinis & Mangels, supra note 5, at 870-71; see also U.S. GOV'T 

ACCOUNTABILITY OFFICE, GAO-95-156, REPORT TO THE RANKING MINORITY MEMBER PERMANENT SUBCOMMITTEE ON INVESTIGATIONS, 
COMMITTEE ON GOVERNMENTAL AFFAIRS, U.S. SENATE 12 (1995), gao.gov/assets/160/155076.pdf [perma.cc/K4VN-YPLL] 
(listing other suspicious transactions such as customers changing the dollar amount of or cancelling transactions 
when informed of reporting requirements, unusually large purchases of money orders or cashier’s checks, 
unusually large deposits, and international wire transfers).  

20 See Gadinis & Mangels, supra note 5, at 871.  
21 U.S. Gov't Accountability Office, supra note 19, at 12.  

http://gao.gov/assets/160/155076.pdf
http://perma.cc/K4VN-YPLL
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about clients’ backgrounds, business purposes, and anticipated account activities to be able 

to make such a determination.22  

In many ways, the BSA/AML scheme imposes greater burdens on financial institutions than 

the compliance regimes of other financial laws. Outside of the AML requirements, many 

other financial regulatory schemes, such as the U.S. securities laws, require financial 

institutions to identify problematic clients or transactions, yet only impose heavy liability if 

the financial institution knowingly or negligently allowed such transactions to occur.23 

Conversely, the AML regime requires that financial institutions report clients and activities 

even if they have mere suspicions of misconduct.24 Thus, financial institutions cannot be 

“willfully blind” when it comes to their customers or the transactions that they process.25  

The BSA also places a heavy emphasis on the requirement that financial institutions create 

internal mechanisms to comply with these regimes. U.S. law sets out the “four pillars” of a 

BSA program that financial institutions must establish for its anti-money laundering 

programs, which must feature (at a minimum): 1) development of internal policies, 

procedures, and controls; 2) a designated compliance officer; 3) ongoing employee training; 

and 4) an independent audit function to test programs.26 A “fifth pillar” was recently added 

by the Treasury Department in May, 2016, requiring banks to identify beneficial owners of 

legal entities which have accounts at the bank and to add risk-based customer due diligence 

procedures to its monitoring program.27 Due to regulators’ reliance on banks to discover and 

report problematic customers and transactions, failure to comply with the AML regime 

imposes harsh sanctions on financial institutions with both civil and criminal penalties 

available to enforcement agencies.28 In fact, a number of financial institutions have faced stiff 

                                                             
 
22 See Bank Secrecy Act Anti-Money Laundering Examination Manual: Appendix F: Money Laundering and Terrorist 

Financing "Red Flags", FFIEC, www.ffiec.gov/bsa_aml_infobase/pages_manual/olm_106.htm [perma.cc/TUR6-
PJVT] (last visited Oct. 30, 2016); Gadinis & Mangels, supra note 5, at 871 (citing 31 U.S.C. § 5318 (2012)).  

23 Gadinis & Mangels, supra note 36, at 801-02. 
24 Id. at 802.  
25 See U.S. v. St. Michael’s Credit Union, 880 F.2d 579, 584-86 (1st Cir. 1989); see Gadninis & Mangels, supra note 36, 

at 873. 
26 See 31 U.S.C. § 5318(h) (2012).  
27 See 81 Fed. Reg. 29397 (May 11, 2016) (codified at 31 C.F.R. §§ 1010, 1020, 1023, 1024, 1026 (2016)) (established 

in the wake of the 2016 “Panama Papers” scandal).  
28 See 31 U.S.C. §§ 5321-22 (2012). 

https://www.ffiec.gov/bsa_aml_infobase/pages_manual/olm_106.htm
http://perma.cc/TUR6-PJVT
http://perma.cc/TUR6-PJVT
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fines; not for processing fraudulent transactions, but because their compliance scheme and 

detection mechanisms were deemed insufficient.29 

Beyond the mandatory compliance programs, there are a number of non-compulsory steps 

that financial institutions are encouraged to take to help the government reach its AML 

objectives. FinCEN has stressed to banks the importance of sharing information not only with 

bank affiliates and across different departments within the same bank, but also with other 

financial institutions.30 This inter-bank sharing mechanism was established by a USA PATRIOT 

Act safe harbor contained in Section 314(b) that allows for financial institutions to voluntarily 

share information with each other in order to better identify and report potential money 

laundering or terrorist activities.31 Voluntarily participating in a Section 314(b) information 

exchange to help identify AML violations is strongly encouraged by FinCEN.32  

As for the BSA’s effectiveness, a recent article reviewing the U.S. AML requirements found 

that the comprehensive set of BSA compliance requirements was effective in detecting and 

preventing money laundering operations and illegal financial activity.33 Furthermore, 

underscoring one of the most critical goals of the modern U.S. AML scheme, the effort to 

combat terrorists’ access to financial resources has been “the most successful part” of the 

fight against terrorism since the September 11, 2001 attacks according to Daniel Benjamin, 

the former National Security Council Director for Transnational Threats.34 However, some 

critics argue that no data have been collected and no tests have been conducted to 

thoroughly examine the effectiveness of the current scheme, and therefore the current 

system may not actually be the most effective.35 

                                                             
 
29 See Samee Zafar, Can Blockchain Prevent Money Laundering?, Edgar, Dunn & Co. Mgmt. Consultants (Sept. 30, 

2016), edgardunn.com/2016/09/can-blockchain-prevent-money-laundering [perma.cc/ZC4Q-WMJC] (noting the 
case of Standard Chartered Bank where the bank was fined $300 million because the bank had below-par AML 
systems and controls).  

30 FINCEN, FIN-2014-A007, ADVISORY TO U.S. FINANCIAL INSTITUTIONS ON CREATING A CULTURE OF COMPLIANCE 3, note 2 (2014), 
www.fincen.gov/sites/default/files/shared/FIN-2014-A007.pdf [perma.cc/EFG8-CAY6]. 

31 USA PATRIOT Act, Pub. L. No. 107-56, 115 Stat. 307 § 314(b) (2001); 31 C.F.R. § 1010.540. 
32 FinCEN, INFORMATION SHARING BETWEEN FINANCIAL INSTITUTIONS: SECTION 314(b) FACT SHEET (2013), 

www.fincen.gov/sites/default/files/shared/314bfactsheet.pdf [perma.cc/32MD-8SL2]. 
33 See Jimmy Yicheng Huang, Effectiveness of US anti-money laundering regulations and HSBC case study, 18 J. 

Money Laundering Control 525, 532 (2015) (using HSBC as a case study). 
34 See Anne L. Clunan, The Fight against Terrorist Financing, 121 POL. SCI. Q. 569, 569 (2006). 
35 See generally Lanier Saperstein, Geoffrey Sant & Michelle Ng, The Failure of Anti–Money Laundering Regulation: 

Where Is The Cost-Benefit Analysis?, 91 NOTRE DAME L. REV. 1 (2015); see also Zafar, supra note 29. 

http://edgardunn.com/2016/09/can-blockchain-prevent-money-laundering
https://perma.cc/ZC4Q-WMJC
https://www.fincen.gov/sites/default/files/shared/FIN-2014-A007.pdf
http://perma.cc/EFG8-CAY6
https://www.fincen.gov/sites/default/files/shared/314bfactsheet.pdf
http://perma.cc/32MD-8SL2
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AML enforcement has become especially robust in the wake of the financial crisis. Four out 

of the eight largest fines against financial institutions since the financial crisis have involved 

AML violations.36 Many of the most prominent global banks have faced AML sanctions since 

the financial crisis, including J.P. Morgan Chase, BNP Paribas, HSBC, TD Bank, Credit Suisse, 

and UBS.37 Currently, Goldman Sachs is facing a major investigation into its activities with 

respect to Malaysia’s 1MDB development fund and whether the investment bank also 

violated U.S. AML laws.38 Since 2009, financial institutions have been assessed over $12 billion 

in fines, penalties, and forfeitures for failing to report suspicious transactions.39 This period 

marks a dramatic increase in AML enforcement. From 2011-2015 the number of AML 

enforcement actions has risen 75%, and the dollar amount of penalties has increased by 

431%.40 In short, the U.S. AML regime has become a critical detection and enforcement 

mechanism that regulators use to hold banks accountable and to combat fraud and other 

financial crimes.41 However, critics of the current system posit that “regulators have been 

punishing the banks not because of any actual money laundering, but rather because the 

banks did not meet the regulators’ own subjective vision of the ideal anti–money laundering 

or counter–terrorist financing program.”42 

The Growing Costs of AML Compliance 

As the above section details, the current U.S. AML regime enlists private financial institutions 

as gatekeepers, placing burdens on banks to self-monitor compliance and issue reports to 

federal regulators.43 Beyond the $12 billion plus in sanctions levied on financial institutions for 

AML violations over the past decade, banks are facing increasing costs to meet their 

                                                             
 
36 Stephen Grocer, A List of the Biggest Bank Settlements, Moneybeat (Blog), Wall St. J. (June 23, 2014), 

blogs.wsj.com/moneybeat/2014/06/23/a-list-of-the-biggest-bank-
settlements/s.wsj.com/moneybeat/2014/06/23/a-list-of-the-biggest- bank-settlements/; see Gadninis & Mangels, 
supra note 5, at 801. 

37 See Grocer, supra note 36; Gadinis & Mangels, supra note 36, at note 5, 801.  
38 Justin Baer, Tom Wright & Bradley Hope, Goldman Probed Over Malaysia Fund 1MDB, WALL ST. J. (June 7, 2016).  
39 U.S. Gov't Accountability Office, GAO-16-297, Financial Institutions: Fines, Penalties, and Forfeitures for Violations 

of Financial Crimes and Sanctions Requirements 11 (2016), gao.gov/assets/680/675987.pdf [perma.cc/36U3-
GKYJ]. 

40 Stephen Heifetz & Evan Abrams, Dramatic Rise in FinCEN Enforcement, STEPTOE INTERNATIONAL COMPLIANCE (BLOG), 
STEPTOE & JOHNSON LLP (Oct. 11, 2016), www.steptoeinternationalcomplianceblog.com/2016/10/dramatic-rise-in-
fincen-enforcement [perma.cc/3EVT-UM7U]. 

41 See Gadinis & Mangels, supra note 36, at 801.  
42 Saperstein et al., supra note 35, at 1.  
43 See generally Gadninis & Mangels, supra note 5.  

https://blogs.wsj.com/moneybeat/2014/06/23/a-list-of-the-biggest-bank-settlements/
https://blogs.wsj.com/moneybeat/2014/06/23/a-list-of-the-biggest-bank-settlements/
http://gao.gov/assets/680/675987.pdf
http://perma.cc/36U3-GKYJ
http://perma.cc/36U3-GKYJ
http://www.steptoeinternationalcomplianceblog.com/2016/10/dramatic-rise-in-fincen-enforcement
http://www.steptoeinternationalcomplianceblog.com/2016/10/dramatic-rise-in-fincen-enforcement
http://perma.cc/3EVT-UM7U
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compliance requirements. Banks have increased spending to adopt complex systems of 

compliance that utilize both dedicated compliance staff as well as new technology.44 As an 

example, in his annual letter to shareholders in 2014, J.P. Morgan Chase CEO Jamie Dimon 

revealed that the bank hired 8,000 new employees in 2013 to focus primarily on its BSA/AML 

compliance program and that its employees underwent 800,000 hours of compliance 

training.45 From a larger compliance perspective, J.P. Morgan has over 250,000 employees 

worldwide committed to focusing on various compliance issues.46  

According to FinCEN’s outreach report, a big bank alone might have over 80 lines of 

business, each with its own AML compliance officer.47 Because of this complexity, certain 

banks have faced added compliance costs (including AML and other compliance measures) 

totaling over $4 billion a year extra compared to pre-financial crisis levels.48 This has also led 

to an increase in SAR reports from approximately 50,000 in 1996 to roughly 1,800,000 in 

2015.49 It is estimated that the total spending on AML compliance alone has grown from $3.6 

billion in 2008 to an estimated $10 billion annual outlay in recent years.50 Adding in sanctions, 

financial institutions pay nearly $18 billion in AML costs annually.51 Thus, banks are constantly 

looking for innovative ways to ensure compliance at lower costs. However, bank leaders are 

aware that regulators are more focused than ever on compliance and any cutbacks or lapses 

in compliance procedures would likely be frowned upon.52  

                                                             
 
44 See Gadinis & Mangels, supra note 5, at 874-75.  
45 Jamie Dimon, Dear Fellow Shareholders, J.P. MORGAN CHASE 21, 23 (Apr. 8, 2015), 

www.jpmorganchase.com/corporate/investor-relations/document/JPMC-AR2014-LetterToShareholders.pdf 
[perma.cc/BR6T-7Y83]; Anthony Effinger, The Rise of the Compliance Guru—and Banker Ire, BLOOMBERG (June 25, 
2015), www.bloomberg.com/news/features/2015-06-25/compliance-is-now-calling-the-shots-and-bankers-are-
bristling [perma.cc/D8RC-6GLM]. 

46 See Monica Langley & Dan Fitzpatrick, Embattled J.P. Morgan Bulks Up Oversight, WALL ST. J., (Sep. 12, 2013).  
47 FINCEN, FINANCIAL INSTITUTIONS OUTREACH INITIATIVE: REPORT ON OUTREACH TO LARGE DEPOSITORY INSTITUTIONS 5 (2009), 

www.fincen.gov/sites/default/files/shared/Bank_Report.pdf [perma.cc/L3M6-KVJE]; see also Gadinis & Mangels, 
supra note 5, at 883.  

48 Laura Noonan, Banks Face Pushback Over Surging Compliance and Regulatory Costs, FIN. TIMES (May 28, 2015), 
www.ft.com/content/e1323e18-0478-11e5-95ad-00144feabdc0.  

49 See FinCEN, THE SAR ACTIVITY REVIEW: BY THE NUMBERS 1 (2004), 
www.fincen.gov/news_room/rp/files/sar_by_numb_03.pdf; [https://perma.cc/S2QL-F6HG] ; Suspicious Activity 
Report Statistics, FINCEN https://www.fincen.gov/reports/sar-stats; [https://perma.cc/GA39-48M5] ; (last visited 
Oct. 30, 2016) (evaluating 2015 statistics).  

50 WealthInsight, 2020 Foresight: The Impact of Anti-Money Laundering Regulations on Wealth Management 6 

(2013), www.marketresearch.com/product/sample-7717318.pdf; [https://perma.cc/4MDV-9J83] ; GOLDMAN SACHS, 
PROFILES IN INNOVATION: BLOCKCHAIN 71 (2016), www.the-blockchain.com/docs/Goldman-Sachs-report-Blockchain-
Putting-Theory-into-Practice.pdf [perma.cc/YZ8U-2AKP]  

51 Goldman Sachs, supra note 50, at 71.  
52 See Noonan, supra note 48. 

https://www.jpmorganchase.com/corporate/investor-relations/document/JPMC-AR2014-LetterToShareholders.pdf
http://perma.cc/BR6T-7Y83
http://www.bloomberg.com/news/features/2015-06-25/compliance-is-now-calling-the-shots-and-bankers-are-bristling
http://www.bloomberg.com/news/features/2015-06-25/compliance-is-now-calling-the-shots-and-bankers-are-bristling
http://perma.cc/D8RC-6GLM
http://www.fincen.gov/sites/default/files/shared/Bank_Report.pdf
http://perma.cc/L3M6-KVJE
https://www.ft.com/content/e1323e18-0478-11e5-95ad-00144feabdc0
http://www.fincen.gov/news_room/rp/files/sar_by_numb_03.pdf
https://www.fincen.gov/reports/sar-stats
http://www.marketresearch.com/product/sample-7717318.pdf
http://www.the-blockchain.com/docs/Goldman-Sachs-report-Blockchain-Putting-Theory-into-Practice.pdf
http://www.the-blockchain.com/docs/Goldman-Sachs-report-Blockchain-Putting-Theory-into-Practice.pdf
http://perma.cc/YZ8U-2AKP
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Blockchain Technology Background 

Given the high costs of compliance schemes, financial institutions are exploring blockchain 

technology, a type of online ledger, as one possible alternative to traditional compliance 

mechanisms.53 Blockchain technology first appeared in 2009 as the public ledger that 

recorded Bitcoin transactions.54 Bitcoins are digital currency traded peer-to-peer, and thus 

there was a need to verify transactions between two Bitcoin accounts and to ensure that the 

same Bitcoin would not be “spent” twice by the same person.55 Because Bitcoin was 

conceived as a way to exchange currency outside of the traditional financial system and 

without use of a trusted third-party such as a bank processing the transactions, a new 

technology was created to solve the verification and double spending problems.56 This 

technological breakthrough was the blockchain ledger. The blockchain would replace the 

trusted third-party and would serve as the ledger recording each transaction. It would be 

able to verify the payment history as well as provide proof of the number of Bitcoins 

associated with each Bitcoin owner’s account at any given moment.57  

This technology worked by acting as a distributed ledger of all transactions to ever occur. For 

Bitcoin, this blockchain ledger exists and is replicated on thousands of computers spread 

around the world (known as “nodes”) and is made publicly available.58 Each subsequent 

Bitcoin transaction would be recorded by adding another “block” to the “chain” and thus be 

reflected on the public ledger shared by each of the nodes.59 Despite being open and publicly 

available, the blockchain is trustworthy and secure because every single node must reflect 

the same ledger—producing a “consensus mechanism” whereby each of the nodes must be 

in agreement on how to update the blockchain for each transaction.60 In this sense, it is the 

sheer force of thousands of computers being in agreement that makes the blockchain 
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virtually incorruptible and a trusted, public source of the “truth” or verification of each 

transaction.61 The Economist provides a helpful example: 

Let us say that Alice wants to pay Bob for services rendered. Both have 

Bitcoin “wallets”—software which accesses the blockchain rather as a 

browser accesses the web, but does not identify the user to the system. The 

transaction starts with Alice’s wallet proposing that the blockchain be 

changed so as to show Alice’s wallet a little emptier and Bob’s a little fuller. 

The network goes through a number of steps to confirm this change. As the 

proposal propagates over the network the various nodes check, by 

inspecting the ledger, whether Alice actually has the Bitcoin she now wants 

to spend. If everything looks kosher, specialised nodes called miners will 

bundle Alice’s proposal with other similarly reputable transactions to create a 

new block for the blockchain.62 

But to make the blockchain incorruptible, each block in the chain contains a unique “hash” (a 

string of digits) which serves as the link between the blocks. Each block connects to the 

previous block on the blockchain by including a copy of the previous’ block’s hash. This is 

replicated all the way back to the initial block on the blockchain.63 If any single digit is 

changed, it will result in a different hash for every single block—even in the earliest blocks. 

Thus, any tampering to a transaction will necessarily cause a change to a block and therefore 

to the entire chain and will be rejected.64 As previously mentioned, the blockchain ledger’s 

incorruptibility comes from the fact that it works from consensus—any single node that 

could be hacked to try to change the ledger would be rejected because it would not be in 

consensus with the thousands of other ledgers hosted on nodes around the world that are 

constantly checking for uniformity. Therefore, the only way to fraudulently alter the ledger 

would be to hack 51% of the nodes at the exact same time using the exact same change in a 
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single block’s hash. This is known as the “51% attack” and is thought to be virtually 

impossible:65  

Imagine that Alice changes her mind about paying Bob and tries to rewrite 

history so that her Bitcoin stays in her wallet. If she were a competent miner 

she could solve the requisite puzzle and produce a new version of the 

blockchain. But in the time it took her to do so, the rest of the network would 

have lengthened the original blockchain. And nodes always work on the 

longest version of the blockchain there is. . . . To force the system to accept 

her new version Alice would need to lengthen it faster than the rest of the 

system was lengthening the original. Short of controlling more than half the 

computers—known in the jargon as a “51% attack”—that should not be 

possible.66 

Thus, the true value of the blockchain is its use as a trust/consensus technology: “the 

changes in the data are recorded into the blockchain when network participants agree that a 

transaction is legitimate in accordance with shared protocols and rules.”67 Beyond Bitcoin, 

blockchain has a number of potential uses because “the immutability, immediacy and 

transparency of information captured within a blockchain means that all necessary data can 

be recorded in shared ledgers and made available in near real time.”68  

Potential Use of Blockchain for AML Compliance 

Because of blockchain technology’s ability to present the “truth” of a transaction to all 

parties with access to the blockchain, there have been many proposals about how to best 

adopt the blockchain to uses in the financial system beyond Bitcoin. According to Julio Faura, 

the head of innovation at Santander Bank, “[blockchain’s] distributed ledger is very elegant 

way to solve financial problems" in the financial services industry.69 Goldman Sachs estimates 

                                                             
 
65 Id. 
66 Id. 
67 Cliff Moyce, How Blockchain Can Revolutionize Regulatory Compliance, CORP. COMPLIANCE INSIGHTS (Aug. 10, 2016), 

corporatecomplianceinsights.com/blockchain-regulatory-compliance/ [perma.cc/D9KA-RENB] 
68 Id. 
69 Matthew Finnegan, Why Banks Are Betting On the Blockchain - Not Bitcoin - To Transform The Financial Sector, 

TECHWORLD (Aug. 4, 2016), www.techworld.com/e-commerce/why-banks-are-betting-on-blockchain-transform-
financial-sector-3621840/.[perma.cc/4JDK-XWRX]  

http://corporatecomplianceinsights.com/blockchain-regulatory-compliance/
http://perma.cc/D9KA-RENB
http://www.techworld.com/e-commerce/why-banks-are-betting-on-blockchain-transform-financial-sector-3621840
http://www.techworld.com/e-commerce/why-banks-are-betting-on-blockchain-transform-financial-sector-3621840
http://perma.cc/4JDK-XWRX


Financial Regulation: Bank Secrecy Act 12 

FOR ONE USE ONLY 

that blockchain technology for AML and KYC compliance mechanisms can save financial 

institutions an estimated aggregate of $3-5 billion.70  

However, many banks may remain skittish about having customer information available in a 

public database. This is where a closed “permissioned blockchain” is useful. While the 

blockchain technology for Bitcoin is a public ledger, the technology can also be adapted to 

become private or “permissioned;” taking advantage of a distributed ledger while limiting 

the ability to view the data stored on that blockchain to designated parties.71 A permissioned 

blockchain behaves in the same way as a public distributed ledger, except that any entity 

which seeks to access the ledger must be validated or pre-approved.72 Permissioned 

blockchains work where there is already an element of trust established between the 

participants—for instance, financial institutions that already have well-developed 

relationships with one another.73 A recent study published by Barclays Bank posited that a 

permissioned blockchain would be a groundbreaking innovation in the AML/KYC space by 

having a centralized version of the “truth” accessible on a consensus basis.74 Barclays 

believes that this would stand in stark contrast to the system currently employed, in which 

“every bank, government department and law firm has their own paper copy of the truth.”75 

Thus, the centralized ledger would eliminate much of the duplicative work and back-and-

forth processes between these entities that cause inefficiencies in the system.76 These 

efficiencies are described below.  

When a bank gains a new customer, the litany of KYC requirements is triggered to ensure 

that the customer is using the bank account or conducting a transaction for a legitimate 

purpose. If information about the customer existed in a tamper-proof blockchain ledger that 

each financial institution could access, then much of the costly process of getting to “know” 

the customer could be avoided. 77 As an alternative to the current system, banks could access 
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verified information about the new client based on the customer’s compliance data and the 

procedures used to obtain that compliance data stored on the blockchain ledger.78 In 

essence, the diligence and procedures performed by one bank can be piggy-backed and 

enhanced by other banks to comply with their own internal procedures.79 The blockchain 

would essentially create and store a customer’s digital identity for use only by other financial 

institutions and regulators after the customer’s identity and information has been verified 

once—in effect creating a customer’s “digital passport for transacting in financial 

services.”80 Banks could then amend and upload new data about the customer to the 

blockchain after each transaction is completed or when the customer’s information has 

changed and been verified.81 The blockchain’s role would be to provide each institution with 

“proof-of-process, so all that steps are easily traceable and regulators can be confident about 

the veracity of the information.”82 Conversely, in the current system, it is estimated that KYC 

requests can take 30 to 50 days to complete satisfactorily83 and involve duplicative work by 

multiple institutions with potentially copious amounts of documentation that need to be 

obtained and verified each time the same customer opens up an account with a new financial 

institution. Furthermore, using a blockchain for KYC processes may benefit bank customers 

as well—a recent study by Bain has shown that customers are also frustrated by the current 

KYC system whereby they have to reuse the same documentation and potentially wait weeks 

for access to a new bank account.84  

Beyond the “on-boarding” of new clients, blockchain technology can also assist with other 

AML compliance demands on a transaction-by-transaction basis. Those critical of the current 

AML scheme have argued that the present approach encourages banks to hire more people 
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and invest money to implement AML controls with an uncertain degree of effectiveness.85 

The current system places burdens on employees to comb through a financial institution’s 

records and then check whether the transactions were suspicious or whether they were in 

compliance with current rules and regulations—with much of this process duplicated on 

both sides of a single transaction.86 These critics posit that blockchain technology would 

allow banks on both ends of a transaction to quickly verify the credentials of all parties to a 

transaction.87 Furthermore, with all of the transaction data stored and verified on the 

distributed ledger, it may be easier for banks and regulators to use algorithms to analyze and 

detect suspicious patterns and payments at an aggregate level.88 This permissioned 

blockchain would not only hinder the ability of criminals to use financial institutions for illegal 

transactions, but also allow banks to fully take advantage of a Section 314(b) sharing 

program to be able to immediately alert one another about a transaction or series of 

transactions that are suspicious and potentially illegal.89 If a bank positively discovers a 

fraudulent transaction, then each bank where the customer has an account could be 

immediately alerted to prevent future fraudulent transactions.90 Using such a system, 

stakeholders would no longer be receiving post-hoc reports about disaggregated 

transactions, but would instead be able to monitor entire sets of aggregated transactions in 

real-time.91  

Proponents of adopting blockchain for BSA/AML purposes note that regulators would stand 

to benefit greatly from this technology as well.92 Regulators could take advantage of the 

technology to gain an inside view of each transaction posted on the blockchain as it is 

happening.93 These proponents argue that the blockchain would allow regulators to take on 

a more proactive role in analyzing suspicious transactions or patterns alongside the banks 

that are monitoring them.94 By having more eyes on the system at any given time, the 
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potential for illegal activities escaping detection would likely decrease. Thus, proponents 

conclude that this technology could dramatically reduce the time and effort spent on 

compliance under the current system and therefore decrease the growing costs of 

compliance, while also “improving the quality, accuracy and confidence of and in the 

process.”95 

Financial Institutions and Start Ups Exploring Blockchain Use for 
KYC/AML 

A number of startup companies have begun to harness the technology underlying Blockchain 

to build tools that could be used by banks and regulators to make compliance more 

efficient.96 Some firms, such as Elliptic and Coinfirm, are using blockchain technology with an 

eye towards solving AML problems at financial institutions.97 Another startup, Gem, is 

focused on digital identities and believes that it has potential applicability for AML 

compliance use in financial institutions.98  

In addition, many established financial institutions, including Barclays, UBS, Deustche Bank, 

Santander, and Bank of America,99 are exploring ways to utilize blockchain technology either 

by developing their own technology or partnering with blockchain-based firms.100 Bank of 

America has already applied for 15 blockchain-based patents.101 Even IBM has entered into 
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the KYC blockchain world by successfully testing blockchain-based KYC technology with the 

French banking and insurance group Crédit Mutuel Arkéa.102 

Regulatory Reaction  

At the Office of the Comptroller of the Currency’s Forum on Supporting Responsible 

Innovation, Comptroller Thomas J. Curry noted that there is a significant opportunity for 

technology to reduce costs and increase efficiency in BSA/AML compliance.103 The OCC is one 

of the financial regulatory agencies in charge of monitoring and enforcing BSA compliance 

for national banks. However, other financial regulators have expressed some concerns. The 

Consumer Financial Protection Bureau (which does not enforce the BSA) has raised general 

concerns that vendors providing compliance-related services are too slow to adopt their 

technology to meet regulatory requirements.104  

Some regulators overseas have taken an accommodating stance regarding adoption of 

innovative blockchain technology to potentially solve financial services problems. The U.K. 

Financial Conduct Authority (FCA) is actively exploring potential uses of blockchain 

technology for financial services companies to meet U.K. AML obligations. Christopher 

Woolard, an executive member of the FCA board, stated in a recent speech that the FCA is 

“particularly interested in exploring whether block chain technology can help firms meet 

know your customer or anti-money laundering requirements more efficiently and 

effectively," and that "we are engaged in discussions with government and industry on this 

issue.”105 Similarly, Benedicte Nolens, the Senior Director of Hong Kong’s Securities and 

Futures Commission, recently addressed the MIT Emtech conference and stated that 

blockchain has a real opportunity to address a “pretty significant inefficiency” with the 

current KYC/AML system by removing duplicative efforts and creating a record of all checks 

carried out for each client.106 However, many of these overseas regulators are similarly urging 
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caution. Nolens qualified her statements by directing financial institutions to ensure that any 

technology they are using is compliant with the rules as regulations can be slow to catch up 

to innovative technology.107 The Bank of England, England’s central bank, noted with respect 

to blockchain technology that “[f]urther research would also be required into how digital 

identity management could be achieved while balancing privacy considerations.”108  

Similarly, U.S. regulators are thus far taking a somewhat measured approach when it comes 

to blockchain technology, with regulatory acceptance being labeled as an “uphill battle.”109 

At a recent conference, officials from the Federal Reserve expressed a number of concerns 

about blockchain technology. David Mills, Assistant Director of Operations and Payment 

Systems at the Federal Reserve, noted that there were a number of risks associated with the 

use of such technology, cautioning that we need to “understand the limits of rich 

information and the tradeoff over the privacy of individuals . . . [w]e need to strike a balance 

between the two.”110 Mills also sympathized with the notion that there appears to be a lack 

of consensus among the regulators with respect to blockchain technology, but noted that 

the regulators are eager to learn more about it.111 

Finally, while FinCEN has not officially weighed in on using blockchain for KYC/AML 

compliance, a 2015 FinCEN enforcement case against a blockchain company is illuminating. 

Ripple Labs was a startup that used blockchain technology to process and settle transactions 

between financial institutions. According to the company, “Ripple solutions lower[ed] the 

total cost of settlement by enabling banks to transact directly, instantly and with certainty of 

settlement.”112 However, Ripple was deemed by FinCEN to be facilitating transactions in 

violation of the BSA because they did not have proper AML protections in place.113 Ripple was 

given a $700,000 fine—a significant blow for a startup company—and ordered to enhance 
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the AML compliance across its platform.114 Many industry watchers opined that the FinCEN’s 

enforcement action against Ripple had the potential to create a chilling effect on bank 

partnerships with blockchain-based companies.115 While Ripple’s use of blockchain was not 

intended as an AML/KYC compliance tool, this enforcement action signals that banks face 

risk and uncertainty when adopting more robust uses of blockchain technology.116  

Conclusion 

The director of FinCEN would like to hear your recommendation about the potential uses of 

blockchain technology for BSA compliance. Considering that financial institutions will likely 

be hesitant to adopt the technology without it being legitimized in some form by regulatory 

bodies,117 please evaluate the pros and cons with respect to FinCEN taking an affirmative 

stance encouraging or discouraging the use of this technology. How concerned should 

FinCEN be over privacy and security issues? Does the current system’s duplicative processes 

serve as a useful filter to ensure that bad actors are caught? Will too much reliance on other 

banks’ information in the blockchain allow for illegal transactions to slip through the cracks? 

 

                                                             
 
114 See id. 
115 See id. 
116 See Goldman Sachs, supra note 50, at 77.  
117 See id.  



Appendix 1 – FFIEC Introduction to the Bank Secrecy Act/Anti-Money Laundering 
Examination Manual  

Bank Secrecy Act 
Anti-Money Laundering 
Examination Manual 

BACKGROUND 

In 1970, Congress passed the Currency and Foreign Transactions Reporting Act commonly 
known as the “Bank Secrecy Act,2 which established requirements for recordkeeping and 
reporting by private individuals, banks3, and other financial institutions. The BSA was designed 
to help identify the source, volume, and movement of currency and other monetary 
instruments transported or transmitted into or out of the United States or deposited in 
financial institutions. The statute sought to achieve that objective by requiring individuals, 
banks, and other financial institutions to file currency reports with the U.S. Department of the 
Treasury (U.S. Treasury), properly identify persons conducting transactions, and maintain a 
paper trail by keeping appropriate records of financial transactions. These records enable law 
enforcement and regulatory agencies to pursue investigations of criminal, tax, and regulatory 
violations, if warranted, and provide evidence useful in prosecuting money laundering and 
other financial crimes. 

The Money Laundering Control Act of 1986 augmented the BSA’s effectiveness by adding the 
interrelated sections 8(s) and 21 to the Federal Deposit Insurance Act (FDIA) and section 
206(q) of the Federal Credit Union (FCUA), which sections apply equally to banks of all 
charters.4 The Money Laundering Control Act of 1986 precludes circumvention of the BSA 
requirements by imposing criminal liability on a person or financial institution that knowingly 
assists in the laundering of money, or that structures transactions to avoid reporting them. 
The 1986 statute directed banks to establish and maintain procedures reasonably designed to 
ensure and monitor compliance with the reporting and recordkeeping requirements of the 
BSA. As a result, on January 27, 1987, all federal banking agencies issued essentially similar 
regulations requiring banks to develop programs for BSA compliance. 

The 1992 Annunzio–Wylie Anti-Money Laundering Act strengthened the sanctions for BSA 
violations and the role of the U.S. Treasury. Two years later, Congress passed the Money 
Laundering Suppression Act of 1994 (MLSA), which further addressed the U.S. Treasury’s role 
in combating money laundering. 

In April 1996, a Suspicious Activity Report (SAR) was developed to be used by all banking 
organizations in the United States. A banking organization is required to file a SAR whenever 
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• Expanded the AML program requirements to all financial institutions.5 Refer to
Appendix D ("Statutory Definition of Financial Institution") for further clarification.

• Increased the civil and criminal penalties for money laundering.

• Provided the Secretary of the Treasury with the authority to impose “special
measures” on jurisdictions, institutions, or transactions that are of “primary money-
laundering concern.”

• Facilitated records access and required banks to respond to regulatory requests for
information within 120 hours.

• Required federal banking agencies to consider a bank’s AML record when reviewing
bank mergers, acquisitions, and other applications for business combinations.

U.S. Treasury 

The BSA authorizes the Secretary of the Treasury to require financial institutions to establish 
AML programs, file certain reports, and keep certain records of transactions. Certain BSA 
provisions have been extended to cover not only traditional depository institutions, such as 
banks, savings associations, and credit unions, but also nonbank financial institutions, such as 
money services businesses, casinos, brokers/dealers in securities, futures commission 
merchants, mutual funds, insurance companies, and operators of credit card systems. 

FinCEN 

FinCEN, a bureau of the U.S. Treasury, is the delegated administrator of the BSA. In this 
capacity, FinCEN issues regulations and interpretive guidance, provides outreach to regulated 
industries, supports the examination functions performed by federal banking agencies, and 

it detects a known or suspected criminal violation of federal law or a suspicious transaction 
related to money laundering activity or a violation of the BSA. 

In response to the September 11, 2001, terrorist attacks, Congress passed the Uniting and 
Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct 
Terrorism Act of 2001 (USA PATRIOT Act). Title III of the USA PATRIOT Act is the International 
Money Laundering Abatement and Anti-Terrorist Financing Act of 2001. The USA PATRIOT Act 
is arguably the single most significant AML law that Congress has enacted since the BSA itself. 
Among other things, the USA PATRIOT Act criminalized the financing of terrorism and 
augmented the existing BSA framework by strengthening customer identification procedures; 
prohibiting financial institutions from engaging in business with foreign shell banks; requiring 
financial institutions to have due diligence procedures and, in some cases, enhanced due 
diligence (EDD) procedures for foreign correspondent and private banking accounts; and 
improving information sharing between financial institutions and the U.S. government. The 
USA PATRIOT Act and its implementing regulations also: 
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pursues civil enforcement actions when warranted. FinCEN relies on the federal banking 
agencies to examine banks within their respective jurisdictions for compliance with the BSA. 
FinCEN’s other significant responsibilities include providing investigative case support to law 
enforcement, identifying and communicating financial crime trends and patterns, and 
fostering international cooperation with its counterparts worldwide. 

Money Laundering and Terrorist Financing 

The BSA is intended to safeguard the U.S. financial system and the financial institutions that 
make up that system from the abuses of financial crime, including money laundering, terrorist 
financing, and other illicit financial transactions. Money laundering and terrorist financing are 
financial crimes with potentially devastating social and financial effects. From the profits of 
the narcotics trafficker to the assets looted from government coffers by dishonest foreign 
officials, criminal proceeds have the power to corrupt and ultimately destabilize communities 
or entire economies. Terrorist networks are able to facilitate their activities if they have 
financial means and access to the financial system. In both money laundering and terrorist 
financing, criminals can exploit loopholes and other weaknesses in the legitimate financial 
system to launder criminal proceeds, finance terrorism, or conduct other illegal activities, and, 
ultimately, hide the actual purpose of their activity. 

Appendix 2 – FFIEC Suspicious Activity Reporting Overview 

Bank Secrecy Act 
Anti-Money Laundering 
Examination Manual 

Suspicious Activity Reporting—Overview 

Objective. Assess the bank’s policies, procedures, and processes, and overall compliance with 
statutory and regulatory requirements for monitoring, detecting, and reporting suspicious 
activities. 

Suspicious activity reporting forms the cornerstone of the BSA reporting system. It is critical 
to the United States' ability to utilize financial information to combat terrorism, terrorist 
financing, money laundering, and other financial crimes. Examiners and banks should 
recognize that the quality of SAR content is critical to the adequacy and effectiveness of the 
suspicious activity reporting system. 

Within this system, FinCEN and the federal banking agencies recognize that, as a practical 
matter, it is not possible for a bank to detect and report all potentially illicit transactions that 
flow through the bank. Examiners should focus on evaluating a bank's policies, procedures, 
and processes to identify, evaluate, and report suspicious activity. However, as part of the 
examination process, examiners should review individual SAR filing decisions to determine the 
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effectiveness of the bank's suspicious activity identification, evaluation, and reporting process. 
Banks, bank holding companies, and their subsidiaries are required by federal regulations53 to 
file a SAR with respect to: 

• Criminal violations involving insider abuse in any amount.

• Criminal violations aggregating $5,000 or more when a suspect can be identified.

• Criminal violations aggregating $25,000 or more regardless of a potential suspect.

• Transactions conducted or attempted by, at, or through the bank (or an affiliate) and
aggregating $5,000 or more, if the bank or affiliate knows, suspects, or has reason to
suspect that the transaction:

o May involve potential money laundering or other illegal activity (e.g., terrorism
financing).54

o Is designed to evade the BSA or its implementing regulations.55

o Has no business or apparent lawful purpose or is not the type of transaction
that the particular customer would normally be expected to engage in, and the 
bank knows of no reasonable explanation for the transaction after examining
the available facts, including the background and possible purpose of the
transaction.

A transaction includes a deposit; a withdrawal; a transfer between accounts; an exchange of 
currency; an extension of credit; a purchase or sale of any stock, bond, certificate of deposit, 
or other monetary instrument or investment security; or any other payment, transfer, or 
delivery by, through, or to a bank. 

Safe Harbor for Banks From Civil Liability for Suspicious Activity Reporting 

Federal law (31 USC 5318(g)(3)) provides protection from civil liability for all reports of 
suspicious transactions made to appropriate authorities, including supporting documentation, 
regardless of whether such reports are filed pursuant to the SAR instructions. Specifically, the 
law provides that a bank and its directors, officers, employees, and agents that make a 
disclosure to the appropriate authorities of any possible violation of law or regulation, 
including a disclosure in connection with the preparation of SARs, "shall not be liable to any 
person under any law or regulation of the United States, any constitution, law, or regulation 
of any State or political subdivision of any State, or under any contract or other legally 
enforceable agreement (including any arbitration agreement), for such disclosure or for any 
failure to provide notice of such disclosure to the person who is the subject of such disclosure 
or any other person identified in the disclosure." The safe harbor applies to SARs filed within 
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the required reporting thresholds as well as to SARs filed voluntarily on any activity below the 
threshold.56 

Systems to Identify, Research, and Report Suspicious Activity 

Suspicious activity monitoring and reporting are critical internal controls. Proper monitoring 
and reporting processes are essential to ensuring that the bank has an adequate and effective 
BSA compliance program. Appropriate policies, procedures, and processes should be in place 
to monitor and identify unusual activity. The sophistication of monitoring systems should be 
dictated by the bank's risk profile, with particular emphasis on the composition of higher-risk 
products, services, customers, entities, and geographies. The bank should ensure adequate 
staff is assigned to the identification, research, and reporting of suspicious activities, taking 
into account the bank's overall risk profile and the volume of transactions. Monitoring systems 
typically include employee identification or referrals, transaction-based (manual) systems, 
surveillance (automated) systems, or any combination of these. 

Generally, effective suspicious activity monitoring and reporting systems include five key 
components (refer to Appendix S "Key Suspicious Activity Monitoring Components"). The 
components, listed below, are interdependent, and an effective suspicious activity monitoring 
and reporting process should include successful implementation of each component. 
Breakdowns in any one or more of these components may adversely affect SAR reporting and 
BSA compliance. The five key components to an effective monitoring and reporting system 
are: 

• Identification or alert of unusual activity (which may include: employee identification,
law enforcement inquiries, other referrals, and transaction and surveillance
monitoring system output).

• Managing alerts.

• SAR decision making.

• SAR completion and filing.

• Monitoring and SAR filing on continuing activity.

These components are present in banks of all sizes. However, the structure and formality of 
the components may vary. Larger banks will typically have greater differentiation and 
distinction between functions, and may devote entire departments to the completion of each 
component. Smaller banks may use one or more employees to complete several tasks (e.g., 
review of monitoring reports, research activity, and completion of the actual SAR). Policies, 
procedures, and processes should describe the steps the bank takes to address each 
component and indicate the person(s) or departments responsible for identifying or 
producing an alert of unusual activity, managing the alert, deciding whether to file, SAR 
completion and filing, and monitoring and SAR filing on continuing activity. 
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Identification of Unusual Activity 

Banks use a number of methods to identify potentially suspicious activity, including but not 
limited to activity identified by employees during day-to-day operations, law enforcement 
inquiries, or requests, such as those typically seen in section 314(a) and section 314(b) requests, 
advisories issued by regulatory or law enforcement agencies, transaction and surveillance 
monitoring system output, or any combination of these. 

Appendix 3 – FFIEC Customer Identification Program Overview 

Bank Secrecy Act 
Anti-Money Laundering 
Examination Manual 

CORE EXAMINATION OVERVIEW AND PROCEDURES FOR 
REGULATORY REQUIREMENTS AND RELATED TOPICS 

Customer Identification Program—Overview 

Objective. Assess the bank’s compliance with the statutory and regulatory requirements for the 
Customer Identification Program (CIP). 

All banks must have a written CIP.40 The CIP rule implements section 326 of the USA PATRIOT 
Act and requires each bank to implement a written CIP that is appropriate for its size and type of 
business and that includes certain minimum requirements. The CIP must be incorporated into the 
bank’s BSA/AML compliance program, which is subject to approval by the bank’s board of 
directors.41 The implementation of a CIP by subsidiaries of banks is appropriate as a matter of 
safety and soundness and protection from reputational risks. Domestic subsidiaries (other than 
functionally regulated subsidiaries subject to separate CIP rules) of banks should comply with the 
CIP rule that applies to the parent bank when opening an account within the meaning of 31 CFR 
1020.100.42 

The CIP is intended to enable the bank to form a reasonable belief that it knows the true identity 
of each customer. The CIP must include account opening procedures that specify the identifying 
information that will be obtained from each customer. It must also include reasonable and 
practical risk-based procedures for verifying the identity of each customer. Banks should conduct 
a risk assessment of their customer base and product offerings, and in determining the risks, 
consider: 

• The types of accounts offered by the bank.
• The bank’s methods of opening accounts.
• The types of identifying information available.
• The bank’s size, location, and customer base, including types of products and services

used by customers in different geographic locations.

Pursuant to the CIP rule, an "account" is a formal banking relationship to provide or engage in 
services, dealings, or other financial transactions, and includes a deposit account, a transaction 
or asset account, a credit account, or another extension of credit. An account also includes a 
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• Products or services for which a formal banking relationship is not established with a
person, such as check cashing, funds transfer, or the sale of a check or money order.

• Any account that the bank acquires. This may include single or multiple accounts as a
result of a purchase of assets, acquisition, merger, or assumption of liabilities.

• Accounts opened to participate in an employee benefit plan established under the
Employee Retirement Income Security Act of 1974.

The CIP rule applies to a "customer." A customer is a "person" (an individual, a corporation, 
partnership, a trust, an estate, or any other entity recognized as a legal person) who opens a new 
account, an individual who opens a new account for another individual who lacks legal capacity, 
and an individual who opens a new account for an entity that is not a legal person (e.g., a civic 
club). A customer does not include a person who does not receive banking services, such as a 
person whose loan application is denied.43 The definition of "customer" also does not include an 
existing customer as long as the bank has a reasonable belief that it knows the customer’s true 
identity.44 Excluded from the definition of customer are federally regulated banks, banks 
regulated by a state bank regulator, governmental entities, and publicly traded companies (as 
described in 31 CFR 1020.315(b)(1) through (4)). 

Customer Information Required 

The CIP must contain account-opening procedures detailing the identifying information that must 
be obtained from each customer.45 At a minimum, the bank must obtain the following identifying 
information from each customer before opening the account:46 

• Name.
• Date of birth for individuals.
• Address.47

• Identification number.48

Based on its risk assessment, a bank may require identifying information in addition to the items 
above for certain customers or product lines. 

Customer Verification 

The CIP must contain risk-based procedures for verifying the identity of the customer within a 
reasonable period of time after the account is opened. The verification procedures must use "the 
information obtained in accordance with [31 CFR 1020.220] paragraph (a)(2)(i)," namely the 
identifying information obtained by the bank. A bank need not establish the accuracy of every 
element of identifying information obtained, but it must verify enough information to form a 
reasonable belief that it knows the true identity of the customer. The bank’s procedures must 
describe when it will use documents, nondocumentary methods, or a combination of both. 

Verification Through Documents 

A bank using documentary methods to verify a customer’s identity must have procedures that set 
forth the minimum acceptable documentation. The CIP rule gives examples of types of 
documents that have long been considered primary sources of identification. The rule reflects the 
federal banking agencies’ expectations that banks will review an unexpired government-issued 
form of identification from most customers. This identification must provide evidence of a 
customer’s nationality or residence and bear a photograph or similar safeguard; examples include 
a driver’s license or passport. However, other forms of identification may be used if they enable 
the bank to form a reasonable belief that it knows the true identity of the customer. Nonetheless, 

relationship established to provide a safe deposit box or other safekeeping services or to provide 
cash management, custodian, or trust services. 

An account does not include: 
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given the availability of counterfeit and fraudulently obtained documents, a bank is encouraged to 
review more than a single document to ensure that it has a reasonable belief that it knows the 
customer’s true identity. 
For a "person" other than an individual (such as a corporation, partnership, or trust), the bank 
should obtain documents showing the legal existence of the entity, such as certified articles of 
incorporation, an unexpired government-issued business license, a partnership agreement, or a 
trust instrument. 

Verification Through Nondocumentary Methods 
Banks are not required to use nondocumentary methods to verify a customer’s identity. However, 
a bank using nondocumentary methods to verify a customer’s identity must have procedures that 
set forth the methods the bank will use. Nondocumentary methods may include contacting a 
customer; independently verifying the customer’s identity through the comparison of information 
provided by the customer with information obtained from a consumer reporting agency, public 
database, or other source; checking references with other financial institutions; and obtaining a 
financial statement. 
The bank’s nondocumentary procedures must also address the following situations: An individual 
is unable to present an unexpired government-issued identification document that bears a 
photograph or similar safeguard; the bank is not familiar with the documents presented; the 
account is opened without obtaining documents (e.g., the bank obtains the required information 
from the customer with the intent to verify it); the customer opens the account without appearing 
in person; or the bank is otherwise presented with circumstances that increase the risk that it will 
be unable to verify the true identity of a customer through documents. 

Additional Verification for Certain Customers 

The CIP must address situations where, based on its risk assessment of a new account opened 
by a customer that is not an individual, the bank will obtain information about individuals with 
authority or control over such accounts, including signatories, in order to verify the customer’s 
identity. This verification method applies only when the bank cannot verify the customer’s true 
identity using documentary or nondocumentary methods. For example, a bank may need to 
obtain information about and verify the identity of a sole proprietor or the principals in a 
partnership when the bank cannot otherwise satisfactorily identify the sole proprietorship or the 
partnership. 

Lack of Verification 

The CIP must also have procedures for circumstances in which the bank cannot form a 
reasonable belief that it knows the true identity of the customer. These procedures should 
describe: 

• Circumstances in which the bank should not open an account.
• The terms under which a customer may use an account while the bank attempts to verify

the customer’s identity.
• When the bank should close an account, after attempts to verify a customer’s identity

have failed.
• When the bank should file a SAR in accordance with applicable law and regulation.

Recordkeeping and Retention Requirements 

A bank’s CIP must include recordkeeping procedures. At a minimum, the bank must retain the 
identifying information (name, address, date of birth for an individual, TIN, and any other 
information required by the CIP) obtained at account opening for a period of five years after the 
account is closed.49 For credit cards, the retention period is five years after the account closes or 
becomes dormant. The bank must also keep a description of the following for five years after the 
record was made: 
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• Any document that was relied on to verify identity, noting the type of document, the
identification number, the place of issuance, and, if any, the date of issuance and
expiration date.

• The method and the results of any measures undertaken to verify identity.
• The results of any substantive discrepancy discovered when verifying identity.

Comparison with Government Lists 

The CIP must include procedures for determining whether the customer appears on any federal 
government list of known or suspected terrorists or terrorist organizations. Banks will be 
contacted by the U.S. Treasury in consultation with their federal banking agency when a list is 
issued. At such time, banks must compare customer names against the list within a reasonable 
time of account opening or earlier, if required by the government, and they must follow any 
directives that accompany the list. 
As of the publication date of this manual, there are no designated government lists to verify 
specifically for CIP purposes. Customer comparisons to Office of Foreign Assets Control lists 
and 31 CFR 1010.520 (commonly referred to as section 314(a) requests) remain separate and 
distinct requirements. 

Adequate Customer Notice 

The CIP must include procedures for providing customers with adequate notice that the bank is 
requesting information to verify their identities. The notice must generally describe the bank’s 
identification requirements and be provided in a manner that is reasonably designed to allow a 
customer to view it or otherwise receive the notice before the account is opened. Examples 
include posting the notice in the lobby, on a Web site, or within loan application documents. 
Sample language is provided in the regulation: 
IMPORTANT INFORMATION ABOUT PROCEDURES FOR OPENING A NEW ACCOUNT — To 
help the government fight the funding of terrorism and money laundering activities, federal law 
requires all financial institutions to obtain, verify, and record information that identifies each 
person who opens an account. What this means for you: When you open an account, we will ask 
for your name, address, date of birth, and other information that will allow us to identify you. We 
may also ask to see your driver’s license or other identifying documents. 

Reliance on another Financial Institution 

A bank is permitted to rely on another financial institution (including an affiliate) to perform some 
or all of the elements of the CIP, if reliance is addressed in the CIP and the following criteria are 
met: 

• The relied-upon financial institution is subject to a rule implementing the AML program
requirements of 31 USC 5318(h) and is regulated by a federal functional regulator.50

• The customer has an account or is opening an account at the bank and at the other
functionally regulated institution.

• Reliance is reasonable, under the circumstances.
• The other financial institution enters into a contract requiring it to certify annually to the

bank that it has implemented its AML program, and that it will perform (or its agent will
perform) the specified requirements of the bank’s CIP.

Use of Third Parties 

The CIP rule does not alter a bank’s authority to use a third party, such as an agent or service 
provider, to perform services on its behalf. Therefore, a bank is permitted to arrange for a third 
party, such as a car dealer or mortgage broker, acting as its agent in connection with a loan, to 
verify the identity of its customer. The bank can also arrange for a third party to maintain its 
records. However, as with any other responsibility performed by a third party, the bank is 
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ultimately responsible for that third party’s compliance with the requirements of the bank’s CIP. 
As a result, banks should establish adequate controls and review procedures for such 
relationships. This requirement contrasts with the reliance provision of the rule that permits the 
relied-upon party to take responsibility. 

Other Legal Requirements 

Nothing in the CIP rule relieves a bank of its obligations under any provision of the BSA or other 
AML laws, rules, and regulations, particularly with respect to provisions concerning information 
that must be obtained, verified, or maintained in connection with any account or transaction. 
The U.S. Treasury and the federal banking agencies have provided banks with Frequently Asked 
Questions (FAQ), which may be revised periodically. The FAQs and other related documents 
(e.g., the CIP rule) are available on FinCEN’s and the federal banking agencies’ Web sites. 

Appendix 3

28



GUIDANCE 

FIN-2009-G002 
Issued:      June 16, 2009 
Subject: Guidance on the Scope of Permissible Information Sharing Covered by  

Section 314(b) Safe Harbor of the USA PATRIOT Act 

The Financial Crimes Enforcement Network (“FinCEN”) is issuing this interpretive 
guidance to clarify the application of the rule implementing section 314(b) (the “314(b) 
rule”)1 of the USA PATRIOT Act (the “Act”).2  Specifically, this guidance clarifies that 
a financial institution participating in the section 314(b) program may share information
relating to transactions that the institution suspects may involve the proceeds of one or 
more specified unlawful activities (“SUAs”) and such an institution will still remain 
within the protection of the section 314(b) safe harbor from liability.    

 

Section 314(b) permits two or more financial institutions and any association of financial 
institutions to “share information with one another regarding individuals, entities, 
organizations, and countries suspected of possible terrorist or money laundering 
activities.”3  Section 314(b) establishes a safe harbor from liability for a financial 
institution or an association of financial institutions that voluntarily chooses to share 
information with other financial institutions for the purpose of identifying and, where 
appropriate, reporting possible money laundering or terrorist activity.4  To avail itself of 
the section 314(b) safe harbor, a financial institution must comply with the requirements 
of the implementing regulation, including provision of notice to FinCEN, taking 
reasonable steps to verify that the other financial institution has submitted the requisite 
notice, and restrictions on the use and security of information shared.5 

1 31 CFR § 103.110.   
2 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct 
Terrorism (USA PATRIOT) Act of 2001 (“USA PATRIOT Act”) Pub. L. No. 107-56, 115 Stat. 272 
(2001).  
3 Pub. L. No. 107-56, § 314(b).  Consistent with the broad intent underlying section 314(b) of the Act, the 
314(b) rule defines “money laundering” by reference to sections 1956 and 1957, Title 18, United States 
Code, which in turn include the conducting of a transaction involving the proceeds of a specified unlawful 
activity.  
4 31 CFR § 103.110(b)(5). 
5 31 CFR § 103.110(b)(2)-(b)(4). 
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*  *  *  *  *

Questions or comments regarding the contents of this Guidance should be addressed to 
the FinCEN Regulatory Helpline at 800-949-2732. 

6 FinCEN has been asked, for example, about the applicability of information sharing under the 314(b) rule 
in the mortgage fraud context.  18 U.S.C. § 1956 includes SUAs relating to fraudulent Federal credit 
institution entries, Federal Deposit Insurance transactions, bank entries, and loan or credit applications.  See 
e.g., 18 U.S.C. § 1956(c)(7)(D).
7 31 CFR § 103.110(b)(1) (emphasis added).
8 Although the section 314(b) safe harbor covers a broad range of information sharing, it must be read as 
being consistent with the confidentiality provision set forth at 31 U.S.C. § 5318(g), which prohibits 
financial institutions from disclosing a suspicious activity report to the subject of the report.  FinCEN has 
construed this language broadly to prohibit a financial institution from disclosing a SAR to any person 
other than FinCEN, the Securities Exchange Commission, or another  appropriate law enforcement or 
regulatory agency, or for purposes consistent with Title II of the BSA as determined in regulation or 
guidance.  Accordingly, a financial institution, when sharing information relating to possible money 
laundering or terrorist activity, may not disclose a suspicious activity report or reveal its existence but may 
share the information underlying a suspicious activity report.      

The SUAs listed in 18 U.S.C. § § 1956 and 1957 include an array of fraudulent and other 
criminal activities.6  Information related to the SUAs may be shared appropriately within 
the 314(b) safe harbor to the extent that the financial institution suspects that the 
transaction may involve the proceeds of one or more SUAs and the purpose of the 
permitted information sharing under the 314(b) rule is to identify and report activities that 
the financial institution “suspects may involve possible terrorist activity or money 
laundering.”7  Therefore, to the extent that financial institutions share information related 
to possible money laundering activities, including those associated with the underlying 
SUAs, or related to possible terrorist activity, such information sharing remains within 
the protection of the rule’s safe harbor, provided the aforementioned conditions are met.8    
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Section 314(b) Fact Sheet 

What is Section 314(b)? 

Section 314(b) of the USA PATRIOT Act provides financial institutions with the ability 
to share information with one another, under a safe harbor that offers protections from 
liability, in order to better identify and report potential money laundering or terrorist 
activities. 314(b) information sharing is a voluntary program, and FinCEN strongly 
encourages information sharing through Section 314(b).  

What are the Benefits of 314(b) Voluntary Information Sharing? 

While information sharing under the 314(b) program is voluntary, it can help financial 
institutions enhance compliance with their anti-money laundering/counter-terrorist 
financing (AML/CFT) requirements, most notably with respect to:  

• Gathering additional information on customers or transactions potentially
related to money laundering or terrorist financing, including previously
unknown accounts, activities, and/or associated entities or individuals.

• Shedding more light upon overall financial trails, especially if they are complex
and appear to be layered amongst numerous financial institutions, entities, and
jurisdictions.

• Building a more comprehensive and accurate picture of a customer’s activities
where potential money laundering or terrorist financing is suspected, allowing
for more precise decision-making in due diligence and transaction monitoring.

• Alerting other participating financial institutions to customers whose suspicious
activities it may not have been previously aware.

• Facilitating the filing of more comprehensive SARs than would otherwise be
filed in the absence of 314(b) information sharing.

• Identifying and aiding in the detection of money laundering and terrorist
financing methods and schemes.
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• Facilitating efficient SAR reporting decisions - for example, when a financial
institution obtains a more complete picture of activity through the voluntary
information sharing process and determines that no SAR is required for
transactions that may have initially appeared suspicious.1 

Who is Eligible to Participate in 314(b)? 

Financial institutions subject to an anti-money laundering program requirement under 
FinCEN regulations, and any association of such financial institutions, are eligible to 
share information under Section 314(b). This currently includes the following types of 
financial institutions:  

• Banks (31 CFR 1020.540)

• Casinos and Card Clubs (31 CFR 1021.540)

• Money Services Businesses (31 CFR 1022.540)

• Brokers or Dealers in Securities (31 CFR 1023.540)

• Mutual Funds (31 CFR 1024.540)

• Insurance Companies (31 CFR 1025.540)

• Futures Commission Merchants and Introducing Brokers in Commodities (31 CFR
1026.540)

• Dealers in Precious Metals, Precious Stones, or Jewels (31 CFR 1027.540)

• Operators of Credit Card Systems (31 CFR 1028.540)

• Loan or Finance Companies (31 CFR 1029.540)

• Associations consisting of the financial institutions listed above2

1 For more information on the benefits of voluntary information sharing under Section 314(b), including 
examples of ways in which SAR narratives have referenced 314(b), see Issue 23 of the SAR Activity 
Review – Trends, Tips & Issues at http://www.fincen.gov/news_room/rp/files/sar_tti_23.pdf. 
2 In July 2012, FinCEN issued an administrative ruling which clarified the meaning of “association of 
financial institutions.” For more information, see FIN-2012-R006 
(http://www.fincen.gov/news_room/rp/rulings/pdf/FIN-2012-R006.pdf)  
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What Information can be Shared Under 314(b)? 

Financial institutions or associations of financial institutions may share information with 
each other regarding individuals, entities, organizations, and countries for purposes of 
identifying, and, where appropriate, reporting activities that may involve possible 
terrorist activity or money laundering. FinCEN has issued guidance clarifying that, if 
314(b) participants suspect that transactions may involve the proceeds of specified 
unlawful activities under money laundering statutes, information related to such 
transactions can be shared under protection of the 314(b) safe harbor.3 

In cases where a financial institution files a SAR that has benefited from 314(b) 
information sharing, FinCEN encourages financial institutions to note this in the 
narrative in order for FinCEN to identify and communicate specific examples of the 
benefits of the 314(b) program. Please note, however, that while information may be 
shared related to possible terrorist financing or money laundering that resulted in, or 
may result in, the filing of a SAR, Section 314(b) does not authorize a participating 
financial institution to share a SAR itself or to disclose the existence of a SAR.4 

How do Financial Institutions Participate in 314(b)? 

FinCEN regulations (31 CFR 1010.540) set forth the requirements that must be satisfied 
in order to benefit from 314(b) safe harbor protection, as outlined below. Sharing 
information without satisfying these conditions does not by itself subject an institution 
to penalty under FinCEN regulations, since 314(b) participation is voluntary; however, a 
financial institution will only benefit from the safe harbor protection if it follows the 
conditions for participation in the program:  

• Submit a Registration to FinCEN

Information regarding the 314(b) registration process is available on FinCEN’s 
website (https://www.fincen.gov/section-314b). Financial institutions or associations 
of financial institutions interested in participating in the 314(b) Program must first 
register with FinCEN’s Secure Information Sharing System (SISS) if they are not 
already a registered SISS user. Upon logging in to SISS, users can then navigate to 
the “314(b)” tab and submit a 314(b) registration. All registrations are processed 
within two business days of receipt, and participants will receive an 
acknowledgment via e-mail.  

3 Specified unlawful activities listed in 18 U.S.C. § § 1956 and 1 957 include an array of fraudulent and 
other criminal activities. For more information, see FIN-2009-G002 
(http://www.fincen.gov/statutes_regs/guidance/pdf/fin-2009-g002.pdf). 
4 SAR confidentiality standards are governed by applicable SAR regulations. See, e.g., 31 CFR 1020.320. 
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• Sharing information with other 314(b) participants

Prior to sharing information under 314(b), financial institutions must take reasonable 
steps, such as checking the FinCEN 314(b) participant list, to verify that the other 
financial institution is also a 314(b) registrant.  To facilitate the identification of 
314(b) Program participants, the Secure Information Sharing System provides tools 
to search the 314(b) Participant List for other participants or download the 
participant list in its entirety.  FinCEN updates the list in real-time.  Financial 
institutions may establish policies and procedures that designate more than one 
person with the authority to participate in the financial institution’s 314(b) Program. 

• Safeguard Shared Information and use only for AML/CFT Purposes

Financial institutions and associations must establish and maintain procedures to 
safeguard the security and confidentiality of shared information, and must only use 
shared information for the purpose of:  

• Identifying and, where appropriate, reporting on activities that may involve
terrorist financing or money laundering;

• Determining whether to establish or maintain an account, or to engage in a
transaction; or

• Assisting in compliance with anti-money laundering requirements.

Updating Point of Contact Information and Additional Resources 

Changes, updates or deletions of current 314(b) registration information can be made 
through the Secure Information Sharing System.  A detailed 314(b) User Guide is also 
available in SISS.  For additional questions related to 314(b) information sharing, FinCEN 
can be reached via phone at 866-326-8314 or sys314a@fincen.gov. 
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