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1. Access to Aleph Circulation Patron Records 
 

The Aleph circulation module includes a file containing confidential information for Harvard 
library patrons. Access to this information is through authorized circulation security levels. 
This document addresses access by patrons to their own accounts through the HOLLIS 
catalog, two different levels of access to this information by library staff, and the security 
level authorization procedure for the second level of access. 

 
 

1.1. Access to Records by Individual Patrons 
 

It is recommended that library staff direct patrons, whenever possible, to use their university 
PIN number to access their own accounts through the HOLLIS public catalog. 

 
Provision of this access considerably reduces the need for access to these records by library 
staff. Patrons who require further information about their accounts should be directed to those 
circulation staff who are authorized to view, create, update, and delete patron records and 
therefore have the requisite expertise to assist patrons with problems. 
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1.2. Access to Patron Records by Library Staff 
 

There are basically two levels of access to patron record information (in addition to Aleph security 
levels that provide no access whatsoever). Level one allows access to a single patron record only if the 
patron barcode is known and entered into the system (as, e.g., when a patron gives their ID card to a 
circulation staff member in order to borrow a book). Level one does not allow staff access to the full 
patron data file, searchable by name or barcode. Level two does allow access to the full patron data file. 

 
 
1.2.a. Level One 
The lower security levels allow staff to charge and discharge items. They do not allow staff to search the 
full patron file by name. In order to charge an item, staff must enter a patron barcode, which will bring 
up the patron record, including addresses, bill and fine information, and a list of loans and holds. 

 
Staff whose security level in Aleph will permit the update of item records will be able to see the barcode 
number of the patron to whom a particular item may be on loan. Staff who are authorized to charge and 
discharge could determine the identity of the patron by entering the patron barcode to charge an item in 
the circulation module. It is assumed that use of the circulation module by technical services staff is for 
the purpose of charging items to library pseudo-patrons. Supervisors who have staff with these levels of 
security should be vigilant about how staff may be using this functionality in order to prevent misuse. 

 
Library staff with any access to patron data must read the ALA Policy on Confidentiality of Library 
Records on an annual basis. Supervisors should inform these staff about the appropriate use of the 
information in an individual patron’s record. 

 
 
1.2.b. Level Two 

 
Only staff with the higher tier of security levels have access to the patron file by name, so only they can 
see whatever books any patron has on loan. This security level should be limited only to 1) circulation 
staff who create, update, and delete patron records of any kind—Harvard patrons, special borrowers, 
proxy patrons and pseudo-patrons—in the Aleph circulation module; and 2) circulation managers and 
supervisors in libraries that do not use Aleph circulation but whose responsibilities require them to 
access patron records for checking addresses, delinquencies, and blocks. 

 
Library staff with this security level must read the ALA Policy on Confidentiality of Library Records on 
an annual basis. 

 
 
1.2.c. Authorization for Level Two Circulation Security 

 
In keeping with prior practice, authorization for these circulation security levels for any staff member 
must be given in writing to LTS by the Head of Access Services (or the equivalent manager in charge of 
circulation functions). This ensures that staff members do have a legitimate need for access to all patron 
information. In addition, each unit will have one professional manager who is responsible for and 
knowledgeable about those staff with Level Two Circulation authorization. 
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2. ALA Policy on Confidentiality of Library Records 
 
The Harvard Library has formally adopted the American Library Association’s Policy on the 
Confidentiality of Library Records. In compliance with the ALA policy: 

 
• The Harvard Library recognizes that its circulation records and other library records 

identifying the names of library users with specific materials are to be kept confidential by all 
employees with access to those records. 

 
• Such records shall not be made available to any agency of state, federal, or local government 

except pursuant to such process, order, or subpoena as may be authorized under the authority of, 
and pursuant to, federal, state, or local law relating to civil, criminal, or administrative discovery 
procedures or legislative investigatory power. 

 
• Harvard Library employees must contact supervisory staff and/or the individual library director 

if confidential information is so requested in order that the University’s Office of General 
Counsel may first be contacted. 

 
• The Harvard Library will resist the issuance or enforcement of any such process, order, or 

subpoena until such time as a proper showing of good cause has been made in a court of 
competent jurisdiction. 

 
• ("Confidentiality of Library Records", from the ALA Handbook of Organization 1989/1990 and 

Membership Directory, 1989, pp.243-244) 
 

3. Harvard Policy on Confidentiality and Data Security 
 
For more information on Harvard Library’s and Harvard University’s policies on confidentiality, privacy, 
and data security, see the following information: 

• Harvard Library Privacy Statement: http://library.harvard.edu/privacy-statement 
• Harvard University Information Security Policy: http://policy.security.harvard.edu/ 
• Harvard University Policy on Access to Electronic Information: 

http://hwpi.harvard.edu/files/provost/files/policy_on_access_to_electronic_information.pdf 
  

http://library.harvard.edu/privacy-statement
http://policy.security.harvard.edu/
http://hwpi.harvard.edu/files/provost/files/policy_on_access_to_electronic_information.pdf
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